ASSISTANT TO THE CHIEF INFORMATION OFFICER

DISTINGUISHING FEATURES OF THE CLASS: Under the direct supervision of the
Chief Information Officer (CIO) of the department of Information Technology, an
incumbent of this position serves at the pleasure of the CIO and is responsible for
facilitating the CIO and the leadership team with planning, coordination and
implementation of policy development to achieve organizational objectives. In addition, the
incumbent will assist in the development, coordination and implementation of
cybersecurity and risk mitigation policies and procedures to prevent cyber-attacks within
Westchester County’s information systems and municipal agencies. This position
exercises considerable discretion and decision-making authority in handling matters for
the CIO that are sensitive and confidential in nature. Incumbents of this class may review,
analyze and make recommendations concerning any aspect of departmental operations
and objectives, provide office management services and be responsible for implementing
various programs. The incumbent represents the CIO at both internal and external
meetings as well as serve as an advisor to the CIO ensuring goals are achieved and to
convey the status of initiatives. Supervision may be exercised over a number of
administrative and/or technical staff. Does related work as required.

EXAMPLES OF WORK: (lllustrative Only)

Consults with the CIO and senior leadership on a regular, ongoing basis on numerous
topics relating to all organizational operations of the department to facilitate the
implementation of new initiatives, or to enhance existing circumstances to ensure the
achievement of the department’s goals and objectives;

Works closely with the department’s management team, peers and vendor staff to assist
in the development of countywide cybersecurity and risk mitigation and assessment
policies and procedures;

Participates in meetings, conferences and special training to keep abreast of current
trends in the Information Technology programs and policies;

Represents the CIO at meetings within the department, and at external meetings, as
appropriate; reports meeting events to the CIO verbally or in written form;

Keeps abreast of trends in information technology including cybersecurity to assist in
policy development or implementation;

Develops and assists in achieving the goals and objectives set forth by the CIO;

Works with CIO and senior leadership in formulating strategic plans, goals and methods to
achieve departmental initiatives;

May assists in the preparation of the department’s annual budget;

Provides administration and strategic planning to promote cybersecurity awareness and
preparedness to avoid and address data breaches and loss;
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Uses computer applications or other automated systems such as spreadsheets, word
processing, calendar, e-mail and database software in performing work assignments;

May perform other duties as required.

FULL PERFORMANCE KNOWLEDGE, SKILLS, ABILITIES AND ATTRIBUTES:
Thorough knowledge of the principles and practices of public administration and
management; thorough knowledge of the principles and methods of project management;
thorough knowledge of the goals, objectives, policies and procedures of the department;
good knowledge of administrative control processes associated with budget and
purchasing; good knowledge of information and communication technology concepts;
ability to develop and implement training policies staff in the use of various application
tools; ability to plan, coordinate, supervise and evaluate the work of others, including
subordinate supervisors and team leaders; ability to effectively prioritize and organize
work assignments; ability to communicate effectively, both orally and in writing; ability to
identify, evaluate and convey information systems requirements; ability to establish and
maintain effective working relationships; ability to manage technical projects and vendor
relationships; ability to gather and analyze data and draw conclusions; ability to use
computer applications such as spreadsheets, word processing, calendar, e-mail and
database software; ability to read, write, speak, understand and communicate in English
sufficiently to perform the essential functions of the position; resourcefulness; initiative;
tact; integrity; good judgment; physical condition commensurate with the demands of the
position.

MINIMUM ACCEPTABLE TRAINING AND EXPERIENCE: A Bachelor's Degree* in
Information Technology or closely related field and four years of experience which
included responsibility for full life-cycle project management of information technology
focused projects.

SPECIAL REQUIREMENT: At time of appointment, must possess a license to operate a
motor vehicle in New York State and maintain same while in the title.

*SPECIAL NOTE: Education beyond the secondary level must be from an institution
recognized of accredited by the Board of Regents of the New York State Department of
Education as a post-secondary, degree-granting institution.
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